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General
This policy on social networking websites is in addition to London Early Years Foundations (LEYF) existing policy on e-mail and internet use.

As employees are aware, the internet is provided for business use. LEYF recognises that many employees use the internet for personal purposes and that many employees participate in social networking on websites such as Facebook, Twitter, MySpace, Bebo and Friendster.

The purpose of this policy is to outline the responsibilities of employees using the internet to access social networking websites.

LEYF permits employees to access social networking websites on the internet for personal use during certain times (provided that they are not undertaking overtime). These times are:

· before and after work hours; and

· during the break at lunch.
The Company reserves the right to restrict access to these websites.

Personal conduct
LEYF respects an employee's right to a private life. However, we must also ensure that confidentiality and our reputation are protected. It therefore requires employees using social networking websites to:

· refrain from identifying themselves as working for LEYF;

· ensure that they do not conduct themselves in a way that is detrimental to the LEYF; and

· take care not to allow their interaction on these websites to damage working relationships between members of staff and customers of the LEYF. 
Monitoring of internet access at work
LEYF reserves the right to monitor employees' internet usage, but will endeavour to inform any employee when this is to happen and the reasons for it. LEYF considers that valid reasons for checking an employee's internet usage include suspicions that the employee has:

· been spending an excessive amount of time viewing websites that are not work-related; or

· acting in a way that damages the reputation of LEYF and/or breaches commercial confidentiality.

LEYF reserves the right to retain information gathered on employees' use of the internet for a period of [one year].

Disciplinary action
If LEYF discovers from its monitoring that employees have employees have breeched the policy then access to the web may be withdrawn in any case of misuse of this facility.
If appropriate, disciplinary action may also be taken in line with the LEYF’s disciplinary policy.

Security and identity theft
Employees should be aware that social networking websites are a public forum, particularly if the employee is part of a "network". Employees should not assume that their entries on any website will remain private. Employees should never send abusive or defamatory messages.

Employees must also be security conscious and should take steps to protect themselves from identity theft, for example by restricting the amount of personal information that they give out. Social networking websites allow people to post detailed personal information such as date of birth, place of birth and favourite football team, which can form the basis of security questions and passwords. In addition, employees should:

· ensure that no information is made available that could provide a person with unauthorised access to the LEYF and/or any confidential information; and

· refrain from recording any confidential information regarding LEYF on any social networking website.

Recruitment
At no stage during the recruitment process will HR and line managers conduct searches on prospective employees on social networking websites. This is in line with the LEYF equal opportunity policy.
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